This Quick Reference Card outlines how to retrieve a forgotten NAP User Account and a forgotten NAP Password. You many only
retrieve your NAP User Account if you previously set up your Challenge Questions. If you did not set up your Challenge Questions,
you must contact the Helpdesk at 866-224-7677 .

To retrieve a forgotten NAP User Account 4 On the Retrieve Your Username dialog box under Step
1 - Enter e-mail address, type your E-Mail Address as
identified in your contact information, and then click

Enter

5 Under Step 2 - Respond to Challenge Question, type the
answer to your Challenge Question, and then click IETEEE

1 Start your Internet browser, type https:/nap.nweg.gov/NAP/
in the Address bar and then press [Enter].

2 On the Government Warning dialog box, click

3 On the NAP Home screen, click to the right of the
Enter Username text box.
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NAP-PROD LOG-ON ASSISTANCE
For log-on assistance, please contact the lIA Help Desk at 1-866.224-7677.

Government Warning

Unauthorized access to this United States Govemment Computer System and software is
prohibited by Title 18, United States Code 1030.

This statute states that Whoever knowingly, or intentianally accesses a camputer withaut
authorization or exceeds authorized access, and by means of such conduct, obtains, alters,
damages, destroys, or distloses information of prevents authorized use of (data of a computar
owned by or operated far) the Government of the United States shall be punished by a fine
underthis title or irmprisonment for not mare thar 10 years, or both,
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Inciwe| Al attivities ar this systern and network may be monitored, intercepted, recorded, read, copied,
o captured in any manner and disclosed in any manner by authorized personnel. THERE IS
NO RIGHT OF PRIVACY ON THIS SYSTEM. System personnel may give to law enfarcement
officials any potential evidence of erimes faund on this USDA tarmpUter systerm

('CB?‘ }” USE OF THIS S7STEM BY ANY USER, AUTHORIZED OR UNAUTHORIZED, CONSTITUTES
I GOMSENT TO THIS MONITORING, INTERGEPTION, REGORDING, READING, COPYING O

- CAPTURING AND DISCLOSURE. REPORT UNAUTHORIZED USE TO AN INFORMATION
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Retrieve Your Username

Resource Ordering and Status System

o Step 1- Enter E-Mail Address

E-Mail Address: 3| s fed.us|

\Veather Information Management System

Retrieve Your Username X

Step 1 - Enter E-Mail Address

* s Ted.us

° Step 2 - Respond to Challenge Question

In wihat city does your nearest sibiing ive?: 3k

Once you successfully answer the Challenge Question, you will receive

an e-mail from donotreply@nwcg.gov with the subject line NAP User :—. gy e

Account Information. If you have a Standard NAP User Account AND a " n-.amé. 2d.us containing your
Privileged NAP User Account, you will receive two emails.
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This Quick Reference Card outlines how to retrieve a forgotten NAP User Account and a forgotten NAP Password. You many only
retrieve your NAP User Account if you previously set up your Challenge Questions. If you did not set up your Challenge Questions,
you must contact the Helpdesk at 866-224-7677 .

To reset a forgotten NAP Password To change your Temporary NAP Password

1 Start your Internet browser, type https://nap.nwcg.gov/NAP/ in A On the NAP Home screen, perform the following, and then
the Address bar and then press [Enter]. click

2 On the Government Warning dialog box, click - in the Enter Username text box, type your NAP User

Account Name
3 On the NAP Home screen, click to the right of the - in the Enter Password text box, type the Temporary

Enter Password text box. NAP Password.

4 On the Reset Your User Password dialog box under Step 1 - B On the Change Password dialog box, perform the
Enter username, type your NAP User Account Name, and following, and then click IEZS

then click[_Ener_] - in the Current Username text box, type your Temporary
5 Under Step 2 - Respond to Challenge Question, type the NAP Password

answer to your Challenge Question, and then click TR - in the New Username text box, type Your New NAP
Password

- in the Confirm Password text box, re-type Your New
NAP Password.

Stay logged on to NAP! You can save time by changing your
Temporary NAP Password now!
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NAP-PROD LOG-ON ASSISTANCE
For log-on assistance, please contact the llA Help Desk at 1-866.224.7677.

Government Warning

Unauthorized access to this United States Government Computer Systemn and software is
prohibited by Title 18, United States Code 1030,

This statute states that: Whoever knowingly, of intentionally accesses a computer without
authorization or exceeds authorized access, and by means of such conduct, obiains, alters,
damages, destroys, or discloses information or prevents authorized use of (data or a computer
owned by or operated for) the Government of the United States shall be punished by a fine
under this title or imprisonment for not mare than 10 years, or both

All activities on this system and network may e monitored, intercepted, recorded, read, copied,
or captured in any manner and disclosed in any manner by authorized personnel. THERE 1S
MO RIGHT OF PRIVACY ONTHIS SYSTEM. Systern persannel may give to law enforcement
officials any potential evidence of crimes found on this USDA computer systern.

Change Password

UUSE OF THIS SYSTEM BY ANY USER, AUTHORIZED OR UNAUTHORIZED, CONSTITUTES
CONSENT TO THIS MONITORING, INTERCEPTION, RECORDING, READING, COPYING OR

CAPTURING AND DISCLOSURE. REPORT UNAUTHORIZED USE TO AN INFORMATION Current Passwora: | AP requTes 3 SUONg DasSwor nal contans &t
SYSTEMS SECURITY OFFICER, p— . _ following: 1 upper case letter(s), 1 lower case
lew Password: sk [ | letter(s), 1 number(s) and 1 special (nan-
) alphanumeric) character(s). Previously used
Decine Confirm Password: [~ || baccioros may not s used

Reset Your User Password

o Step 1 - Enter Username

Username: %

NAP Passwords must be 12 to 32
characters in length and contain

a combination of one upper-case

sleuw:rUsemame_ letter, one lower-case letter, one

6 Step 2 - Respond to Challenge Question numbel’; and one Special, non-
In what city does your nearest sibling live?: s numeric character (/@#$%A*)

/ Truste

D Do ot user <, >, or &

Once you successfully answer the Challenge Question, you will receive o
an e-mail from donotreply@nwcg. gov with the subject line NAP User An e-mail
Account Information that identifies your Temporary NAP Password. fempora
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