Getting Started with NAP

This Quick Reference Card outlines the process for requesting and obtaining a NAP User Account and Temporary NAP Password.
1t also explains how to change your Temporary NAP Password and how to setup your Challenge Questions.

To request a NAP User Account 4 On the the User Information tab on Request User Account
An asterisk (*) denotes a required field. dialog box, complete the following information about your

1 Start your Internet browser, type https:/nap.nweg.gov/NAP/ requ.est, o] e eliels
in the Address bar, and then press [Enter]. - First Name* - Agency*
- Middle - Office Number*

- Last Name* - Mobile
3 On the NAP Home screen, click |+ RequestUserAccount | - Job Title - Fax

- Employee Type* - Email*.
- Organization Unit*

2 On the Government Warning dialog box, click a8
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To request a NAP User Account - continued 8 To add additional Contact(s) who can validate your

5 On the Applications Requested tab, click the Application request for a NAP User Account, click and then

Pty oot e, e fivem elfels s Ao of complete the Contact Information as shown in the step #7.
our choice. 9 When finished adding all Contact Information, click
y g

6 Click the Instance drop-down arrow, click the Instance(s)

10 On the Identity Verification tab, click the Identity
check box(es) of your choice, and then click

Verification Contact drop-down arrow, click the Contact of

1 1 Next ==
7 On the Identity Verification tab, complete the following PTG o] click IEE
contact information for the manager or supervisor who will

If you specified only one manager or supervisor in step #7, you
S y
verify and approve your request caubplhishiep

- Contact’s First Name* - Tile*

- Contact’s Last Name* - Email* Proceed to next page
- Phone Number*.

Request User Account

User Information Applications Requested Kdentity Verification Summary
@ Step 2 - Requested Standard andior Privileged AccountAccess to the following application instances

Request a Privileged Account only when you will be executing administrative or escalated tasks, su user
account management, in the requested application

5 Select the applications you need to
Appication Access: | ROSE Resouree Ordeiing and Saus System > perform your job. If you have any
nstances: 3 |CBS-Inleragency Cache Business System |

< - .
IWADMIN-INCIWEB Administration B questlons ContaCt the Supe lSOr
Enter the individual who cal QIS-Organization Information System ﬁ
Jourself (Agency employee e - who verifies your request.
contracting office personna 1o s aulce OFENG and SItus
WINS-Weather Information Management System
Contact's First Name: % ]

Title: %[

Contact's Last Name: 3| ]

E-Mail: 3
Phone Number: %[ ) _ Ext [:]

Request User Account

User Information Applications Requested Wdentity Venfication Summary

o Step 2 - Requested Standard and/or Privileged AccountAccess to the following application instances

Reguest a Privileged Account only when you will be executing administrative or escalated tasks, such as user
account management, in the requested application.

Application Access: | ROSS-Resource Ordering and Status System

Instance: %  PROD (Standard)

[ selectan
Enter the individual who ca

yourself. (Agency employee 7] PROD (Privileged)
contracting ofiice persanne.
[ PROD (Standard)

Contact's First Name: ] T |

Contact's Last Name: % [ ]

Phone Number: [ ) - e

EMail: %

Request User Account

User Information Applications Requested Identity Verification Summary

9) Step 2 - Requested Standard and/or Privileged AccountAccess to the following application instances

Requesta Privileged Account only when you wil be execuiing administrative or escalated tasks, such as user
account management, in the requested application

Application Access: | ROSS-Resaurce Ordering and Status System -

Request User Account

Instance: % [ PROD (Standard) -]

User Information Applications Requested Identity Verification Summary
Enter the individual who can validate your need to access this application. You CAN NOT validate

o Step 3 - Select Identity Verification Contact
Joursslf (Agency employees: enter manager or supervisor. Coniractors: enter your government Selectthe individual who can validate your identity and the need for a NAP account
contracting office personnel) X3

Selectfrom the Application Verifiers entered on the previous page
Contact's First Name: | Title: %[ Supervisor
Contact's Last Hame: 3% )

Identity Verification Contact: 3| ™
EMail: 31 o

Phone Number: 3 () e - Ext C] Contact's First Name: Title:  Supenisor
Contact's Last Name:

(‘ Phone Number:
m?

E-Mail:
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To request a NAP User Account - continued 14 Click %8 to close your Internet browser.
11 On the Summary tab, click IEXS

]
12 To log off the NAP environment, click U on the NAP Once you complete your request notify your supervisor.

Navigation Panel. Your supervisor will verify your request and then contact

. . the Helpdesk, which li d validat L.
13 On the Government Warning dialog box, click [ ¢ Helpdesk, which finalizes and validates your reques

Request User Account

User Information Applications Requested Identity Verification Summary On Conﬁrmal‘ion and
9) Step 4 - Review Summary appraval nyour request,
User Information: . . .
FatkT you will receive two email

‘ messages from donotreply@

Employee Type:  PermanentFull-Time

Application Instances Requested: ~ ROSS, T - nWCg.gOV. One message

PROD (Standard)

Wenity Verifcaton Contact: 3 identifies your new NAP
User Account and the other
identifies your Temporary
NAP password.
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Government Warning

Unauthorized access to this United States Government Computer System and software is
prohibited by Title 18, United States Code 1030,

This statute states that: Whoever knowingly, or intentionally accesses a computer without
authorization or exceeds authorized access, and by means of such conduct, obtains, alters,
damages, destroys, or discloses information or prevents authorized use of (data or a computer
owned by or operated for) the Gavernment of the United States shall be punished by afine
underthis title or imprisonment for not more than 10 years, or bath

All activities on this system and network may be monitored, intercepted, recorded, read, copied,
or captured in any manner and disclosed in any manner by authorized persennel. THERE IS
NO RIGHT OF PRIVACY ONTHIS SYSTENM. System personnel may give to law enforcement
afficials any potential evidence of crimes found on this USDA computer system

USE OF THIS SYSTEM BY ANY USER, AUTHORIZED OR UNAUTHORIZED, CONSTITUTES
CONSENT TO THIS MONITORING, INTERCEPTION, RECORDING, READING, COPYING OR
CAPTURING AND DISCLOSURE. REPORT UNAUTHORIZED USE TO AN INFORMATION
SYSTEMS SECURITY OFFICER

Privacy Pelicy Information related to this application and applications accessed through this

‘web portal can be found at
http:/iwwwfs fed.usiprivacy.shtm! @

Decline
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Once you obtain your NAP User
Account(s) and Temporary NAP
Password(s), proceed to page 4!
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Once you obtain your NAP User Account(s) and Temporary NAP Passwords, you can now set up your new NAP User Account!

To set up your new NAP User Account 4 On the Change Password dialog box, perform the following,

and then click IEZS
- in the Current Username text box, type your Temporary
NAP Password
- in the New Username text box, type Your New NAP
Password

- in the Confirm Password text box, re-type Your New
NAP Password.

When you log on to NAP for the first time you must change
your Temporary NAP Password and specify your Challenge
Questions.

1 Start your Internet browser, type https://nap.nwcg.gov/NAP/
in the Address bar, and then press [Enter].

2 On the Government Warning dialog box, click [[Ed

3 On the NAP Home screen, perform the following, and then
click
- in the Enter Username text box, type your NAP User
Account Name

- in the Enter Password text box, type the Temporary
NAP Password.

Proceed to next page

@ NAP - NESS Application Portal - Windows Internet Explorer (1\
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To set up your new NAP User Account - continued 9 Click the 3. Select your third Challenge Question
drop-down arrow, and then click the Challenge Question of

5 On the Challenge Questions tab on the Edit MY Standard .
your choice.

User Account dialog box, click the 1. Select your first
Challenge Question drop-down arrow, and then click the 10 In the third Answer text box, type the Answer to Your
Challenge Question of your choice. Challenge Question.

6 In the first Answer text box, type the Answer to Your 11 When finished setting up all Challenge Questions, click [EXS

SN OO Ok 12 On the Rules of Behavior dialog box, click
7 Click the 2. Select your second Challenge Question
drop-down arrow, and then click the Challenge Question of

your choice. You may now access and log

8 In the second Answer text box, type the Answer to Your into your NAP application!
Challenge Question.

Set Challenge Questions

By sefting your Challenge Questions, you will be able to retrieve your username or resetyour passward. When
recovering your username, you will have to provide your email address and answer one of the following questions
and your username will be sentto your email address. Ifyou have forgotten your password, you will need to enter
your username and answer one of the challenge questions, and atemporary password will be sentte your email
address

1. Select your first Challenge Question: *[ In what city does your nearest sibling live ?

Answer: *[-

2. Select your second Challenge Question: *[ In what city was your father born?

Answer: *[

3. Select your third Challenge Question: *I In what cily was your mother born?

Answer: *Il

Rules of Behavior X

Notice to User Account __________ ___ i
You must accept the following Rules of Behawior priot to being granted access 1o the NESS Portal and applications.
Please read and confirm your acceptance before proceeding.
[a]
Statement of Information Security Responsibilities for |
Users of US Forest Service Managed Systems
lacknowledge that | understand and agree to comply with US Forest Service (USFS) and
USDA information security policies and procedures, as well as with Federal, State, and
local laws. |am responsible to:
¥ Take appropriate measures to protect information from US Forest Service Applications
from unauthorized access. This includes (where applicable) applying security measures
to protect sensitive information stored on my computer, on other electronic devices, or
on other media such as CDs, DVDs, and paper.
* Sign off or electronically lock the computer before leaving it unattended.
* Comply with physical security standards and procedures, including taking appropriate
measures to protect computer equipment and other electronic devices from theft,
damage, or unauthorized use.

* Comply with established password standards and procedures specified by the
Federal Government.

* Verify that automatic virus protection is enabled on the computer in use (e.g.,

Symantec).

* Ensure if | am working remotely {those who operate portable computer systems in an
alternate workplace, [e.g. home computers]), | take the same precautions as required of
users of stationary systems to protect the software, anD information stored on the computer.

* Promptly report all suspected security incidents to the Application Helpdesk.

[roes | D
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